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Abstract—This work explores how to physically watermark
images generated by CMOS cameras using deliberately injected
radio-frequency signals. CMOS camera imaging is ubiquitous
in embedded systems such as smartphones, AR/VR headsets,
drones, and other IoT platforms to capture photos and videos. In
restricted environments, a property owner may wish to prevent
unauthorized camera recordings depending on spatio-temporal
context. Indelible watermarks can deter unauthorized recording.
A key research challenge is how to find a reasonably general
mechanism to surreptitiously inject watermarks without access
to the camera. Existing methods typically rely on software-based
watermarking or metadata generation, assuming cooperation
from camera owners. However, adversaries can trivially disable
metadata or watermarking functions to evade forensic analysis.
To address this gap, our work explores an unconventional
approach of watermarking non-cooperative cameras by injecting
radio-frequency interference in the environment to affect the
analog sensing process and inject defender-controlled patterns
in the image output. Our analysis explains how the rolling
shutter and Bayer filter hardware convert radio-frequency signals
into color stripes with variable widths. Building upon model-
based simulation, our prototype design encodes and extracts
imperceptible watermarks with a bandwidth of up to 50 bits per
image. Proof-of-concept evaluations in lab environments show
that the proposed technique could support watermarking images
with diverse background scenes and reveal future challenges of
improving watermark bandwidth and injection distance.

I. INTRODUCTION

Our research probes the feasibility of externally inject-
ing watermarking information into images taken by CMOS
cameras sensors by generating intentional radio-frequency
(RF) interference in the physical environment. Digital images
produced by camera sensors have become one of the most
common types of high-entropy data for sharing information.
It is estimated more than 1.5 trillion images will be generated
per year after 2022 by existing smartphones, IoT devices, etc.,
as well as emerging AR/VR headsets [1]]. Given that many of
the images generated by cameras could be taken in unautho-
rized locations or times, the ability to add geolocation and
timestamp information to images is key to supporting image
forensics and preventing malicious creation, manipulation, and
distribution of camera images [2f], [3].

While various image watermarking and metadata genera-
tion techniques exist, they rely on the key assumption that
the camera software and hardware generating the photo are
cooperative with the defender party who wants to embed
watermarking information [4]]-[7]. However, this assumption
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Fig. 1: To deter and trace malicious camera photography
in prohibited locations and times, RE-Eye-D uses external
RF signals to inject imperceptible stripe-like watermarks into
CMOS camera images.

does not apply to many cases of unauthorized photography in
the age of ubiquitous camera sensors in IoT and smart devices.
For example, when a malicious party walks into a room and
takes a photo using a smartphone secretly, they could have
full control over their camera software and thus disable all
metadata and watermarking functions on the camera device.
This problem thus calls for a method to externally watermark
an image with defender-created information, even when the
defender does not have control over the adversary’s camera
devices.

To bridge this gap, our work carries out the first investi-
gation of how to watermark photos taken by non-cooperative
CMOS cameras using RF injections. Our physical watermark-
ing method builds upon our key observations that intentional
RF interference in the ambient environments of camera hard-
ware can induce voltage perturbations to the underlying analog
signal readout circuits of CMOS camera sensors, thus cre-
ating defender-controlled information channels in the output
images, as illustrated in Fig. [} Furthermore, our analysis
shows that this watermark injection process is bounded by
the row-wise parallel readout architecture and the Bayer color
filter hardware, creating stripe watermarking patterns whose
width, number, and color can be predicted. Our extensive
experimental analysis allows us to build a theoretical model
for describing the injected patterns in the images.

However, turning these induced stripe patterns into useful
watermarking primitives faces unique challenges. First, the
injected RF signals cannot be synchronized with the internal
timing of the CMOS sensing circuits because the adversary-
controlled camera hardware is assumed not to be cooperative.
As a result, the injected patterns could appear at arbitrary loca-
tions in the output images, and thus demand a synchronization-
free watermark encoding/decoding scheme. Second, the actual



photos taken by cameras in real-world environments could
have complex scene information, which is essentially noise
to the defender who wants to recognize watermarks em-
bedded in the images. While prior research has shown the
feasibility of extracting similar stripe patterns induced by

magnetic signals from dark images taken by blocked camera
sensors [8], the requirement of simple dark-current images
makes such techniques infeasible for watermarking purposes.
The unique requirement of making watermarks imperceptible
to human perception further adds to the challenge because

imperceptibility means even lower signal-to-noise ratios thig. 2: The CMOS camera sensor hardware structure consist-
the watermark recognition system needs to operate on.  ing of the Bayer color Iter and the rolling shutter row-wise

This research explores the solutions to these challen%@@nnmg control and measurement units. RF energy injected

through the design oRF-Eye-D , a model-based system uring the analog 'signal_readout of pixgl rows could indqce
for encoding and extraction of RF-induced watermarks ﬁ]olored, imperceptible stripe patterns for image watermarking.
CMOS camera images. The system consists of a watermark

enhancement and extraction frontend that utilizes color space Il. BACKGROUND
transformations informed by the sensor's de-bayering process_ | , . . .

to amplify the difference between the watermark and the I NiS Section provides background information on CMOS
background scenes, and then employs a U-Net network Wéﬁﬁme'ra sensing and RF and other electromagnetic |r_1terfer-
suited for image segmentation tasks to separate the cl&Jf€'S known impacts on sensor hardware to explain the
stripes from the background scenes. A watermark decodi‘:ﬂj’t'v‘"‘t'On and preliminaries dRF-Eye-D .

backend uses bit region segmentation and bit value determipa-cCMOS Camera Sensor Hardware

tion algorithms to convert cleaned stripes back to digital b|_ts Camera sensors are mainly categorized into Complementary

R tal-Oxide-Semiconductor (CMOS) and Charge-Coupled

the Hamming distances of decoded bits to known preamblfj'?gviCe (CCD) types. CCD sensors use a global shutter that

Notably, the neural network-powered system could be train
exclusively on simulated image data generated by our
watermarking model that describes how different frequenci
of RF energy are transformed into imperceptible watermarE
overlaid on ordinary images. Our proof-of-concept evalu
tions provide demonstrations of the RF-based watermarki
technique's potential in various conditions in controlled lal i
environments. Tested factors include the textural complexity lits

camera Scenes, Iightjng conditions, camera angles, the num el5h.otodiode Array and Bayer FilterPhotodiodes are used
of bits injected per image that can convey different typlc% transduce incoming photons, converting them into electrical

types of geotagging and timestamping information, and t tﬁ ianals. The st the i ing liaht. th
model of camera sensor hardware. Based on the observed tIE grge sighals. € stronger the incoming fight, the more

. . . ) ignal charges are generated, resulting in a higher pixel value.
its, we further discuss possible future improvements that m g 9 9 9 P

take th f-of t desian t | Id deol ¢ ch photodiode captures the intensity of only one color
axe the proot-ol-concept design to real-world deployment. ity e (one of RGB), and the arrangement of these color
summary, the main contributions of this work include:

channels follows the Bayer pattern [12], as shown in Fig. 2.
After signal charges have accumulated for a certain period of
The experimental methodology and theoretical modefisne, i.e., the exposure time, the electrical signals are read out
for using RF signals to physically inject watermarks inty the scanning unit.

CMOS camera images. They lay the foundation of a novel Rolling Shutter Scanning: The scanning unit consists of
paradigm of image watermarking that do not require worlow control logic and multiple shift registers. The control
with non-cooperative camera devices. logic sequentially selects pixel rows in a prede ned order,
The pilot system design of RF watermark encoding, injethereby enabling the row-by-row exposure process of the
tion, and extraction. The system consists of hardware aralling shutter mechanism, as shown in Fig. 2. The analog
software designs that can be reused in diverse physivaltage of each pixel in the activated row is then transmitted
camera watermarking scenarios. through the column bus to the corresponding measurement
Proof-of-concept evaluations in lab environments thamnit, where it is simultaneously sampled and digitized by
characterize the critical factors affecting the watermarkolumn-parallel measurement units.

ing capabilities. The evaluations reveal key research quesMeasurement Unit: A measurement unit consists of an
tions that are worth further investigation. amplier and an analog-to-digital converter (ADC). CMOS

nsfers charges from all pixels to a centralized readout unit,

t suffer from slower speeds and higher costs. CMOS sensors
2 a rolling shutter for row-wise exposure and readout,
?fering greater ef ciency and lower cost, which makes them
ominant in smartphones and other consumer-grade imaging
gstems [9]-[11]. A typical CMOS camera comprises a photo-
'fode array and downstream scanning and measurement cir-



camera sensors typically employ a column-parallel ADC archi- Prior research has demonstrated the potential for EMI to
tecture, in which each column has its own ADC. During imagehange the image output of camera sensors. [11], [23] showed
readout, the analog signals on all columns of the selected rbaw to inject electromagnetic signals into CCD cameras to
are simultaneously transferred to the corresponding colummodify speci c pixel values. However, due to the architectural
ADC and then sampled. Since all column ADCs operate sydiferences between CCD and CMOS sensors, these ndings
chronously within the same row, injecting RF energy couplezhnnot be directly applied to CMOS cameras. Notably, CMOS
into the analog circuitry and sampled by the ADCs during theameras employ a rolling shutter mechanism, which limits
sampling phase could only cause row-wise variation artifadeM| from affecting image content on a row-by-row basis.
in the captured image, as will be shown in Section lIl. Moreover, while these works primarily focused on inducing
Signal Sampling and Aliasing.When ADCs sample con- noticeable interference in images, our goal is to embed im-
tinuous signals with insuf cient sampling rates, aliasing disperceptible watermarks and achieve reliable decoding, which
tortions could happen in the output digital sequences. A digital inherently challenging. On another front, [9] demonstrated
signal with a sampling rate ofs has a bandwidthf ;=2, a method for generating apparent row-wise purple stripes in
meaning that the continuous signals with frequencies low€MOS camera images by causing bit losses of the digital
thanfs=2 can be converted into digital signals without lossamera data transmissions. However, this approach has two
of information. Otherwise, aliasing could convert a signahajor limitations that prevent it from being used for water-
into other unseen frequencies [13], causing the observed lowarking. First, visible stripes only appear when an odd number
frequency stripes induced in images by high-frequency R rows are lost. If the number of lost rows is even, no visual

signals in Section Il stripes are produced, signi cantly undermining its reliability
for watermark purposes. Second, the intensity of the induced
B. Image Processing Output under Interference purple stripes, which essentially compromises the usability of

. L . the produced images and makes them easily detectable by

Since each pixel in the photodiode array captures only one.". ) .
" . : malicious photography adversaries. These gaps require us to
color channel, the initial output is a raw Bayer-format image ; S . .
! . -“Ihvestigate RF injection methods that can create imperceptible
[14] that requires demosaicing to reconstruct a full RGB im- .
- . . . and reliable watermarks.

age. Demosaicing algorithms utilize the spatial arrangement o

the Bayer matrix and apply appropriate interpolation methods,
such as nearest-neighbor interpolation, to estimate the missing

values of the other two color channels for each pixel based An Threat & System Model

the values Of_ neighboring plxgls. . The defensive watermarking technology RF-Eye-D in-

The row-wise rea_ldout architecture of camera Sensors St'%'stigates how to associate a photo with a speci ¢ physical
ulates the assumption that any external RF signals could oeb(ace to allow a defender such as the owner of the physical
cause row-wise variations in the images because the injected o o assert that the photo was captured in this space at a
RF energy could only cause all pixel values within the affected o.i ¢ time. Instead of relying on software watermarks, we

row to increase or decrease consistently, depending on figy5re how to enable the environment to physically inject
strength and polarity of the coupled S|gr1al. Given that eaﬁlﬂ‘ormation into the images using RF signals.
row of the Bayer color lter array contains on!y two ty.pes Adversary. We consider an adversary that takes a photo
of COIC_” chgnnels, we hypothgsnze Fhat such dlsproporuonql't'ea location and/or at a time that the adversary does not
row-wise d|sturbance§ can disrupt mter-c_hannel_ balan_ce Engt to reveal, such as in a photography-prohibited room. The
lead to _b!ack-and-whne or chromatic stripe artifacts in thdeersary may subsequently distribute the photos over media
demosaicing process. platforms or other communication channels. The goal of the
adversary is to prevent the defender party from asserting where
and/or when the photo was taken. The adversary could attempt
Electromagnetic interference (EMI) refers to the phdo achieve this by turning off the camera's location service
nomenon where electromagnetic waves, including RF aadd erasing the photo's metadata containing the software
other ranges of frequencies, disrupt the normal operatiimestamp. We also assume the adversary, as the owner of the
of nearby electronic devices [15], [16]. Prior studies haweamera device, can disable any other software watermarking
demonstrated that electromagnetic signals can affect the refufictionalities on their camera device.
ing of a wide range of sensors such as microphones [17],Defender. The defender's goal is to inject imperceptible
temperature sensors [18], [19], lidar [20], keyboards [21§jeotagging watermarks that can associate the photo with a
touch sensors [22], etc. These sensors are vulnerable to Edéci ¢ physical environment. The location and time are two
because they rely on electrical signals to convert physicapresentative characteristics of the physical environment that
inputs into digital data, and the electrical signals can libe defender wants to identify through the injected watermarks.
changed by external electromagnetic energy when the enelidye defender's system consists of an RF emitter located in the
couples into the target systems through pervasive electrighlysical space that is able to inject RF energy into the sensing
traces such as metal interconnects on the sensor hardwareircuits of the adversary's CMOS camera device and a suite

Ill. RF-BASED IMAGE WATERMARKING

C. Electromagnetic Interference in Sensor Hardware



Fig. 3: Our experimental setup for feasibility tests.

of algorithms that can extract and identify the watermarks in . ] )

photos distributed by the adversary. Fig. 4: Examples of RF-induced stripe patterns under different
Application Scenarios. The capability provided by this RF frequencies and signal strengths.

work enables an array of defensive applications, such as

protecting against the threat of unauthorized photography in

restricted areas and tracing the source of illegal images. Inwe observed during the frequency sweep test that the cap-
scenarios involving sensitive information, such as scienti §red images exhibited additional row-wise stripe patterns at
laboratories, government agencies, or corporate meetings, pbértain frequencies. In addition, different RF frequencies could
tographing or recording videos could be prohibited to preveghange both the color and number of induced stripes, as shown
the Ieakage of con dential information. However, maliCiOU$n F|g 4. This frequency_dependent variation con rms that the
individuals may still secretly capture images and upload thegfipe patterns result directly from RF signals. When increasing
to social media or share them via instant messaging appliga-decreasing the strength of the RF output, the intensity of the
tions, causing incidents of information leakage [24]-{26]. Wtripes becomes higher or lower accordingly. Further reducing
speci ¢ physical environment information can be embeddafle RF power makes the induced stripe patterns imperceptible
during the imaging process of malicious photography, socigy human eyes. These phenomena are fundamentally different
media platforms could detect these embedded watermarks &g@ the induced patterns discovered in previous work [9],
automatically block sensitive content before image publicatiofyhere EMI disturbing the digital data transmission of pixel
Even if an adversary is equipped with an RF injector and afata could only induce obvious purple stripes that have a
tempts to interfere with the watermarking process, the injectggnstant, strong intensity. A key difference is the use of MHz
signal primarily introduces additional stripe artifacts whosgnd GHz electromagnetic frequencies in [9] that tend to affect
structural patterns remain detectable, allowing the systemdgital transmission. In contrast, we utilize RF frequencies
identify the presence of a watermark and ag the image & the order of 100 kHz to adapt to the operation of the
suspicious. Such embedded watermarks can further be usegbifing shutter process. This further con rms that our new RF
courtrooms to provide forensic evidence identifying the origifjection method affects the analog sensing process of CMOS
of the leaked content. Additionally, the traceability offeredamera sensors. Moreover, we observed that the variations
by such RF-induced watermarks enhances accountability it the number and color of the stripes exhibited periodic
environments where traditional surveillance may be limited @hanges. Similar stripe distributions in terms of number and

privacy-constrained. color consistently appeared at regular frequency intervals. This
o suggests that certain forms of sampling process during CMOS
B. Feasibility Test image acquisition have caused aliasing of the injected RF

To verify our hypothesis that external RF signals are capal§i@nal, which prompted us to further model the underlying
of interfering with the CMOS camera sensing process fgusality of the injected patterns (Section IlI-C).
inject watermark information, we conducted feasibility tests In addition to the impact of RF output, the injected patterns
using the experimental setup in Fig. 3. The setup consiste also affected by the imaged scene content. The stripes were
of a waveform generator (Siglent SDG6052X), an RF anmost prominent when the camera lens was physically covered,
pli er (Ampli er Research 25A250B), and a near- eld probeas the low light intensity caused the ampli er in the CMOS
antenna. The target camera sensor is a SONY IMX 388nsor's measurement unit to adaptively increase the gain,
CMOS sensor commonly used in smartphones and 0T cam#rareby amplifying image signals and making the stripes more
devices. We operated the waveform generator in frequendgible. When the camera imaged a normal background scene,
sweep mode with a sine wave output to measure how thewever, the visibility of the stripes could be signi cantly
camera sensor could respond to different RF frequenciesduced and become imperceptible to human eyes. To verify
The antenna was positioned in close proximity to the CMO&hether the stripes still remain detectable in such impercepti-
camera sensor to ensure strong controllable RF coupling. ble cases, we captured two images of the same scene, one with



Fig. 5: Comparison between (a) a camera-captured image
scene, and (b) the scene captured when there is RF injection.
Although complex image scenes make RF-induced watermarks
imperceptible to human eyes, the difference (c) shows i

computationally detectable. Eig. 6: Stripe number variations under different RF frequen-

cies. The rst row (a—d) is centered around 116.3560 kHz.
At the center frequency (b and c), the induced stripe number

RF signal injection enabled and the other without. We th%ﬁduced to less than 1. When the frequency slightly deviates

computed the pixel-wise difference between the two imag gm the center Eaf aITd %)] the nu(;nber of \QS'?I(E stnpt(re]s
and ampli ed the result to reveal subtle variations. As showficreases symm_ehnca )t/h € s:[ec?n row (e—t 2)090 43\’(\)'2 kHe
in Fig. 5, the difference images clearly display the presence%éfme patterns with another center frequency a ' z

stripe patterns. These observations provide evidence that RF

interference can be used to embed imperceptible watermatkyetively. The resulting aliasing frequency observed during
information into camera-captured content, which aligns witfp,, row-by-row sampling phase can be expressed as:
the requirements of watermarking applications.

C. Causality Model Fatias = Tsignal N Tsampis @)
whereN 2 N and [ (fgo Ny fg)  lsme The

The feasibility tests have demonstrated how changing Rffipe number is determined by the envelope of the aliased
injection frequencies could potentially control the number arfdgnal, which exhibits different behaviors across various fre-
color of injected stripe patterns for watermarking. The délUency ranges:

fender injecting the stripes may thus utilize this characteristic if aliad it Jf aiia f sample
to build a controlled information channel between the defender fenv= ' fo o o fS:mme 2
and the adversary's camera image outputs. Achieving precise faias 7 3 if jfaiad > =5

control requires a deep understanding of how RF parametg\r&ordingm the number of stripes follows:
are mapped to different stripes. This section thus seeks to

explain the relevant observations and provide a theoretical num_stripes = Lfe”v (3)
model underpinning the defender-controlled watermark injec- f sample
tion process. where W denotes the total number of image rows. For the

Number of Injected Stripes. The change of stripe numberSONY IMX378 CMOS image sensor, the ADC sampling
is equivalent to changing the width of the injected stripefequency is measured to gampie = 93:0848 kHz, and the
Fig. 6 shows that the number of stripes exhibits a periodimimber of rows ia¥ = 3036 pixels. The number of stripes in
variation pattern when RF frequency changes. Within ea€lig. 4 (b) and (c) is 10 and 20, respectively, showing how the
frequency cycle, the stripe count follows a repeating “dexctual number of injected stripes matches with this theoretical
crease—increase” pattern. The minimum stripe count appearsdel's output.
at a center RF frequency (116.3560 kHz), where the imageColor of Injected Stripes. Varying frequencies of the
displays alternating blue and orange bands covering the entiifected RF signal also result in different stripe colors, as
image. Moreover, across different frequency cycles, such stsown in Fig. 4. We observe that the possible outcomes
those centered at 116.3560 kHz and 209.4408 kHz, the striggm be categorized into black-and-white stripes (Fig. 4 (a))
count and variation pattern remain consistent under identi@ld colored stripes (Fig. 4 (b)). The stripe color is jointly
frequency offsets from the center frequency. in uenced by thef i35 and the structure of the Bayer Iter

This behavior stems from the fact that the ADCs in thmatrix. In a typical Bayer matrix, adjacent rows consist of
measurement unit sample the rows of the pixel array atRG and GB channels. Since CMOS image sensors perform
certain sampling rate. As explained in 1l-A, aliasing occunow-wise readout, a very smdilliss leads to sampled signals
when the sampling rate is lower than twice the injected signal adjacent pixel rows having highly similar amplitudes and
frequency, leading to periodic changes in the appearance amdses. This causes the RGB channels in neighboring rows
distribution of stripe patterns. The process is modeled below.increase or decrease simultaneously, resulting in black-and-
Let f signal and f sampie denote the frequency of the injected RRwvhite alternating stripes. However, the changes in channel val-
signal and the ADC sample frequency of the CMOS sensoes across adjacent rows become uneven when the amplitude
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